
Brute Force Online Lab



Brute Force Online Materials

• Materials needed
• Kali Linux Virtual Machine

• Software Tool used
• OWASP ZAP

• Tool pre-installed on Kali Linux
• DVWA

• Installed on the Kali Machine



Objectives Covered

• Security+ Objectives (SY0-701)
• Objective 2.4 - Given a scenario, analyze indicators of malicious 

activity.
• Physical attacks

• Brute force



What is a Brute Force Attack?
• A brute force attack is a form of password attack where the attack attempts 

to guess a password by trying many passwords in the attempt to guess the 
correct password

Notice all the 
usernames/passwords 
being used in hopes of 

finding the right 
password for the system

Please Note: The attack in this lab uses a dictionary 
attack to help perform the brute force attack



Brute Force Online Lab Overview
1. Set up Environment
2. Download Password List
3. Start DVWA Servers
4. Open OWASP ZAP
5. Launch the Web Browser
6. Enter False Credentials
7. Get the GET Request
8. Brute Force the Password
9. Log into DVWA



Set up Environment
• Log into your range
• Open the Kali Linux Environment

• You should be on your Kali Linux Desktop



Start DVWA Servers
• Start up the web servers (on the Kali machine)

• If you used the DVWA Setup Lab, use the following command 
to start XAMPP (then start/restart all the servers under the 
Manage Servers tab):
sudo /opt/lampp/xampp start



Open OWASP ZAP
• Start the OWASP ZAP application

owasp-zap

Select the top option 
and the hit start



Launch the Web Browser
• Click on Manual Explore
• Unclick the Enable HUD option
• Click on Launch Browser

1. Select “Manual 
Explore”

2. Unselect the 
“Enable HUD:” 

option

3. Then, select 
“Launch Browser”



Log Into DVWA
• Access DVWA

• Go to the URL 127.0.0.1/dvwa
• Enter the following credentials

• Username: admin
• Password: password

• Click on DVWA Security
• Set the Security to LOW

• Then click on Submit
Click on DVWA 

Security

Set to Low and 
Click Submit



Enter False Credentials
• Click on Brute Force option
• For the Username, enter THISISTHEUSERNAME
• For the Password, enter THISISTHEPASSWORD
• Click the Login button

Select Brute Force
Enter wrong 
credentials

Then, click 
Login



View the GET Request
• Navigate back to OWASP-ZAP application
• Click on History
• Double click on the last GET under the Method 

column

Verify the username 
and password that 

was input are shown

History

Double click the last GET 
under the Method column



Brute Force the Password
• When you see the username and password that you entered, attempt to brute 

force the password
• Right click on the GET packet
• Select “Attack” and then “Fuzz…”

Click on Attack and 
then Fuzz…

Right-Click on the 
GET packet



Brute Force the User/Password
• Highlight all of the Username entered
• Then click on “Add…” The click on Add

Highlight the entire password

Here, “THISISTHEUSERNAME” is 
highlighted



Brute Force the User/Password 
• Click on “Add…” in the Payloads

Click on Add

• With the Type: set as Strings, enter the following 5 usernames
• admin, smithy, pablo, 1337, and gordonb

Make sure Type 
is set as Strings

Enter the 5 
usernames

Please Note: These Usernames can be 
found using the SQL Injection Lab



Brute Force the User/Password  
• Then select Add
• Then select Ok

• This will bring you back to the Fuzzer screen
Select Ok

Verify that the 
Username has been 
highlighted a color



Brute Force the User/Password   
• Highlight all of the Password entered
• Then click on “Add…” The click on Add

Highlight the entire password

Here, “THISISTHEPASSWORD” is 
highlighted



Brute Force the Password 
• Click on “Add…” in the Payloads

Click on Add

• In the Drop-down menu next to “Type:” select “File”
• Search for the file in the brute-force-online folder in the 

CourseFiles/Cybersecurity folder named CommonPasswords.txt, select it and 
then click Open

Select the 
“File” for 

Type
Select the 

CommonPasswords.txt 
file



Brute Force the Password  
• Click on “Add” and then click “Ok” in the Payloads menu
• In the Fuzzer, select the Options Tab
• Set the delay when fuzzing to 25ms
• Select the “Follow Redirects” option

Click on 
Ok

Click Options tab

Set the delay to 
25ms

Select the Follow 
Redirects option



Brute Force the Password   
• Click on the Start Fuzzer
• This starts the Brute Force attempt
• Organize the data by Size Resp. Body
• Look for the largest responses

The 4 passwords with the 
largest Size Resp. Body should 
be the username/password 
combinations

Which username did not 
correctly crack a password?

Largest Responses
Cracked 

Username/Passwords



Log into DVWA 
• Go back to the browser
• Log out of DVWA
• Attempt to login as another user

• Use the captured/cracked credentials

Log back in using 
another account’s 

credentials



How to Defend Against a Brute Force Attack

• Strong Passwords
• Why is a longer password stronger? (D0e5 w31rd sp3LLing 

M4tt3r?)
• Why were some passwords solved before others?

• Increasingly longer delay between failed attempts
• Slow down the attacker. (10s, 15s, 30s, 45s, 1minute 

between attempts.)



How to Defend Against a Brute Force Attack 

• Lockout after __ failed attempts
• Account will eventually lock. User will need contact support to 

regain access.
• Two-Factor Authentication

• Why would these help secure your password?
• What are some other ways of defending against a brute 

force attack?
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